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Instructions to Candidates:

• Answer ALL FIVE FULL questions.

• Missing data, if any, may be suitably assumed.

1A. 4MExplain Andersons taxonomy for classification of risks and threats to computer
systems. Also explain goals for security audit mechanism as per Anderson Report.

1B. 3MExplain Intrusion Detection Expert Systems Model(IDES) of Denning and Neu-
mann.

1C. 3MHow and why security problems occour in Computer Systems?Explain.

2A. 4MExplain Autonomous Agents For Intrusion Detection(AAFID) Architecture with
Neat Diagram.

2B. 3MExplain strengths and drawbacks of Statistical Analysis in Intrusion Detection Sys-
tems.

2C. 3MExplain the technical Issues in Reliability of Analysis Engines.

3A. 4MWhat are the steps that the general intruders takes while carrying out an attack in
computer networks?

3B. 3MExplain with suitable examples, real world challenges of Protocol and Trust Issues
in Intrusion Detection Systems.

3C. 3MExplain the process involved in mapping policy to configurations by users of IDS
with suitable example.

4A. 4MList and Explain security design principles to be used in the design of secure systems.

4B. 3MExplain Testing Approaches and procedures of Intrusion Detection Systems.

4C. 3MHow the future trends in Technology will affect Intrusion Detection System Moni-
tors? Explain.

CSE 5250 Page 1 of 2



5A. 4MExplain Extrusion Detection with statistical Data with the help of a Network Dia-
gram.

5B. 3MExplain the Security Process.How do you express risk with a risk equation?

5C. 3MWhat are the four forms of Network Data that used to implement Network Security
Monitoring? Explain.
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