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Instructions to candidates
e Answer ALL questions.
e Missing data may be suitably assumed.

Questions

M* | C*

A*

B*

1A

Compute 67*°mod 215 using repeated squaring method. Show the
computational steps.

1B

Encrypt the message (11011011) using the S-DES with encryption key
(1011001101).

1C

Apply Merkle Hellman public cryptosystem, and decrypt the cipher text
FNDAJJ knowing the public key is (67,78, 55, 21, 110) and the private
encryption key is (67, 123). Use A to Z as 0 to 25 for plain text and Cipher
text are di-gram

2A

Apply CRT and solve the equations, Show the computations
x=129(mod 211)
5x=3(mod 127)

2B.

Determine the entry in Row 2, column 3 in the output state of Mix Column
transformation in AES, if the input state given to mix column transformation
of 6" encryption round

EF A6 46 18

6E 87 87 20
21 6E 6E 32
AC 46 A6 2A

State Matrix A=

2C.

Alice and Bob use Elliptic curve Elgamal cryptosystem Eg; (2,3). Bob declares his
public key [e1= (2, 22), e2= (13, 45)]. Calculate the encrypted text for the plain text
P (13, 22), that Alice sends to Bob, using her private key as 2.
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